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1. O01mue moJ10KeHu s

1.1. Tlomutuka wuHpoOpManoHHON Oe3omacHocTn (manee — Ilonutuka WD)
MyHunmnanbHoro  OO/PKETHOro  o0ImieoOpa3oBarenbHOro  yupexiaeHuss  «Cpennsis
obmreobpazoBarenpHas mikoja Ne7 wmmenu I['eposi Coserckoro Coroza B.X. Xaszuepa
3e/IeHOI0NIbCKOTO  MyHUIIMNIANbHOrO  paiiona Pecnybnmuku Tarapcran»  (mamee —
VYupexzaenue) ompesenseT LeAM M 3aJadyd CUCTeMbl oOecredeHus HH(OpPMAIMOHHON
0€30MacCHOCT W YCTaHABJIMBAET COBOKYIHOCTbH IMpaBWi, TPEeOOBaHHM M PYKOBOISIIHUX
OPUHIIMIIOB B 00JacTH HMHPOPMAIMOHHOW OE30MACHOCTH, KOTOPHIMH PYKOBOJCTBYETCS
VYupexieHne B CBOEH AeATEIbHOCTH.

1.2. Tlonmutuka Wb yYuThIBaET COBPEMEHHOE COCTOSHHE U  OJmkaiiime
NEPCTIEKTUBBI Pa3BUTHS MHGOPMALMOHHBIX TEXHOJOTHM B YUpeKJACHUU, LEIH, 3aJa4u U
IIPaBOBBIE OCHOBBI MX JKCIUTyaTalluu, PEKUMbl (DYHKIIMOHUPOBAHUS, & TAKXKE COJEPIKUT
aHaiu3 yrpo3 0e30MacHOCTH sl OOBEKTOB M CYOBEKTOB WMH(OPMAIMOHHBIX OTHOILIECHUMN
YupexaeHus.

1.3. Ob6ecneuenne HHPOPMAIMOHHONW OE30MACHOCTH BKIIOYAeT B ce0s Jt0OYyr0
JeSITEIbHOCTD, HAMPABIIEHHYIO Ha 3alIUTy WH(OpMAIIUU.

1.4. HudopmanmonHas 0€301MacCHOCTh Yupexnenus, 3aKJIH0YAETCS B
HEYKOCHHUTEIILHOM COOJIOJICHUU BCEMH COTPYAHUKAMH YupexaceHus TpeOoBaHUN U
MIPUHIIUIIOB, U310XeHHbIX B [lomutuke Ub.

1.5. Paspaborka Ilomutukum Wb, BHeceHwe W3MEHEHHUN U OOMIMIA KOHTPOJb
BBITIOJTHEHUSI TPEOOBaHMIA TI0 0OecTieueHr0 HH(HOPMAIIMOHHOW 06€30MaCHOCTH Y UpeKIeHUs
OCYIIECTBIISIETCS 3aMECTHTEIIEM JUPEKTOPA 10 UHPOPMATHU3ZAINH

1.6. Ilomutuka UB sgBigeTcs METOMOJIOTMYECKOW OCHOBOH JUII 0OO€eCIieyeHUs
pexuMa HWHOOPMAIMOHHON 0€30MacHOCTH, CIIYXKUT PYKOBOJCTBOM IIpH pa3paboTKe
COOTBETCTBYIOIIMX MOJIOKEHUM, IPaBUJI, HTHCTPYKIIUH.

1.7. Bce coTpyaHMKU YUpeKIeHUs OTBETCTBEHHBI 3a OOECIEUYEHUE BBINIOJHEHUS
TpeboBaHuii nHHOPMAIMOHHOM Oe30macHOCTH, onpeensieMbix B HacTosme [lomutuke UB.

1.8. Tlomutuka Wb pazpaborana Ha OCHOBE HOPMATHUBHBIX M PACIIOPSIUTEIBHBIX
JOKYMEHTOB B 001acTu HHpopManMoHHO! 6e3onacHocTH Poccuiickoit @enepanmu.



1.9. Tlomutuka Wb sBasercs AOKyMEHTOM, IOCTYMHBIM Ka)XIOMY COTPYIHHKY
YupexneHust

1.10. [JdoxymeHTamu, JNETaIU3UPYOIUMU IIOJIOKCHUS [Tonutukn Ub
MPUMEHUTENIBHO K OJHOW WJIM HECKOJBKUM 00JIacTAM MH(OPMALMOHHON 0€301acHOCTH,
BUJIaM M TEXHOJOTUSM JAEATENbHOCTH YUpEeXKACHUS, SBIAIOTCS YacTHbIE MOJUTUKU IO
oOecrnieyeHnI0 UH(POPMAIIMOHHON 0€30MacHOCTH, HMHCTPYKIUHU, METOJAUYECKUE MOCOOUs U
PEKOMEHIALINN, KOTOpPbIE SBIAIOTCS JAOKYMEHTaMHU MO HH(OPMAIIMOHHON 0e30macHOCTH
BTOPOI'O YPOBHS .

2. O0bexThI HH(pOPMALUOHHOH 0€30I1ACHOCTH

2.1.  OcHOBHbIMH OOBEKTaMH HHPOPMAIMOHHOM O€30MACHOCTH B YUpeXICHUU
SIBIISTFOTCS:

- uHpopMaIMOHHAas ~ WH(PACTPyKTypa, BKIIOYAIOMas  TEXHUYECKHE U
MPOrpaMMHO-AIIapPaTHBIE KOMIUIEKCHI, HHPOPMAIIMOHHBIE CUCTEMBI, CUCTEMBI M CPEICTBA
3amuThl THHOPMAIUU, CUCTEMBI H(UJTN) MOJCUCTEMBI 00pa0OTKHU M aHamu3a WH(opMaruu
cpeacTBa oOpabOTKH, TIEpeaaud U OTOOpaKEHHUs, B TOM YHUCJIE KaHaJbl HH()OPMAIMOHHOTO
oOMEHa W TENEeKOMMYHHUKAIMH, OOBEKTHI M TOMEIICHHUS, B KOTOPBIX Pa3MEIICHbl TaKue
CHCTEMBEI.

- UHPOPMAIIMOHHBIE PECYPCHl C OrPaHUYCHHBIM JOCTYIIOM, COCTABJISIOIINE
TrOCYyIapCTBEHHYIO  TailHy, TNEpCOHAJIbHBIC  JaHHBIC, CBEACHUA  OTPAHUYCHHOTO
pacnpoCTpPaHCHUST WU WHBIC YYBCTBHUTEIBHBIC K CIyY4allHBIM M HECAHKIIMOHWPOBAHHBIM
BO3JICHCTBUSIM M HapyLIEHUIO UX 0e30macHOCTH MHGOPMAlMOHHBIE PECYpChl, a TaKkKe
OTKpBITO pacrnpocTpaHsemas uHpopmanus, HeoOxonumas s padoThl  YUpeKIeHHUs,
HE3aBHCHUMO OT (POPMBI U BUJIA €€ MPEACTABICHUS;

- npoiieccbl 00padoTku napopmanuu B ECKC Yupexnenus, nHPopMaIOHHbIS
TEXHOJIOTUH, PETJIaMEeHThI U MpOoLEeayphl BBOAA, cOopa, 0OpabOTKH, XpaHEHUs U TMepenayu
uHdopMaIuu;

- nepcoHan pa3pabOTYMKOB, IMOJb30BaTENe cucTeM M oOecleyuBaroluil ee
cTabmIbHOE (PYHKIIMOHUPOBAHUE;

2.2. Wudopmanmonnas cpefa YUpexaAeHHUS, JIOKaIbHO-BBIYUCIUTEIbHBIE CETH
pPa3HOTO YpPOBHSI W KOMIUIEKCHl aBTOMAaTHU3MPOBAHHBIX PAaOOUMX MECT, OObEIMHEHHBIX B
€IMHYIO CTPYKTYPUPOBAHHYIO CETh.

2.3. K ocHOBHBIM 0cOOEHHOCTSIM HWHGOPMAIIMOHHON cpelbl  YupeKIeHus
OTHOCSITCSI:

- o0ObeIMHEHHE B E€IWHBIE CHUCTEMbl Pa3HOOOPA3HBIX TEXHUYECKUX U
MPOrpaMMHO-aNMapaTHBIX CPEICTB 00pabOTKH U mepeaadn nHopMaIny;

- pacmmpenue chepbl UCIIOIB30BaHMS HHPOPMAITMOHHBIX CUCTEM Y UPeXkKICHHUS,

- oObeIMHEHHEe B €IUHYI0  WH(DOPMAIIMOHHYIO  Cpely  pa3InYHBIX
HEOJTHOPOJHBIX MOJIeNIel NH()OPMAIIMOHHBIX CHCTEM.

- pa3zHooOpa3ue pemaeMbIX 3a/1ad U TUIIOB 00padaThIBa€MbIX JIAHHBIX, CIIOKHBIC
PEXUMBI aBTOMATH3UPOBAHHON 00paboTKu nHOopManmm;

- BOXXHOCTh M OTBETCTBEHHOCTh pEIICHUN, TMPUHUMAEMbIX Ha OCHOBE
aBTOMATH3UPOBAHHON 00paboTKK MH(pOpMAIIHH;

- oObeIMHEHHEe B EAWHBIX 0a3ax JaHHBIX WH(GOPMAIUU  PAITUYHOTO
Ha3HAYEHUS!, IPUHA]ICKHOCTH M YPOBHEW KOH(DHUICHITNATHHOCTH;

- HEOOXOAMMOCTh  OOECTEUeHHs]  HEMPEpPHIBHOCTH  (YHKIMOHHPOBAHHS
YupexaeHus;

- paszHooOpa3ue, 3HaYMMOCTh U MHTEHCUBHOCTh HH(POPMAITMOHHBIX IOTOKOB;



- pazHooOpasue KaTeropuit MOJIb30BATEIIEH, pa3pabOTUNKOB 151
o0ecreynBarouIero nepcoHana HH(PpOPMAIIMOHHBIX CUCTEM.

2.4. 3ammre TOMICKUT BcI uUHbopManuss © WHPOPMAIHMOHHBIE PECYPCHI,
LHUPKYJIUPYIOIIKE B YUPEKICHUH, HE3aBUCUMO OT €€ MPEJCTaBICHHUS U MECTOHAXO0XKJICHUS
B ECKC Vupexnenus.

3. e w 3ama4yM JAeATENbHOCTH IO oO0ecrneYyeHHI0 WH(opManuOHHOH
0e30IaCHOCTH

3.1 OcCHOBHOH TICNBIO JICATEILHOCTH 110 OOECIEYCHHIO WHPOPMAITMOHHON
0€30MacHOCTH YUpexIAeHHs SBIETCA 3alluTa 00BEKTOB MH(OPMAIIMOHHON 0€30MacHOCTU
VYupexaeHus: OT BO3MOXHOTO HAaHECEHUsI MaTepHalIbHOTr0, (U3UYECKOTO, MOPAJTILHOTO WU
MHOTO yiiep0a, MOCPEACTBOM CIy4YallHOrO WM MpPEeAHAMEPEHHOr0 BO3JCHCTBUS Ha
nH(popMalnio, €e HOCUTENEH, MPOIeCChl 00padOTKU U Tepeaadu, a TakKe MUHUMHU3AIUS
YpOBHSI HHPOPMAIIMOHHON 0€30MaCHOCTH APYTUX YIPO3.

3.2  OcHOBHBIMU 3aJja4yaMU JCSITEIBHOCTH MO OOecredeHuto WHOOpMaIMOHHON
0€30IMMacCHOCTH SIBISIOTCS:

- CBOEBpEeMEHHOE BBISBJICHHUE, OIICHKA M MPOTHO3UPOBAHNE MCTOYHUKOB yTPO3
MH(OPMALIMOHHON 0€30MacHOCTH, MPUYMH U YCIOBUH, CHOCOOCTBYIOIIMX HAHECEHHUIO
yiiep0a, HapylIeHUI0 HOPMadbHOTO (YHKIIMOHHUPOBAHUS OOBEKTOB HHGOPMAIMOHHOM
0€30MacHOCTH YUpeKICHUS;

- Coznanne MexaHu3Ma ONEepaTUBHOTO PearupoBaHUs Ha yrpo3bl O€30MaCHOCTH
uH(GOpPMalIMY U HEraTUBHbIEC TEHICHIINH;

- Coznanue yclioBUW 11 MUHUMHU3ALMKM U JIOKAIU3AIMM HAHOCUMOIO yiiepOa
HENPAaBOMEPHBIMU  JCHCTBUSIMU  (UBMYECKUX M  IOPUIAMYECKHX JIMI, OcJiablieHue
HEraTUBHOTO BJMSHMS M JIMKBUAALIMM  TIOCJIEJICTBUNA  HapylleHuss 0e30MacHOCTH
uHdopmaIuu;

- 3amuTa OT BMEIIATENbCTB MOCTOPOHHUX JHUI] B TIpolecc GyHKIIMOHUPOBAHUS
00BEKTOB MH(OPMAIIMOHHOM 0€30MacHOCTH Y UpeKICHUS;

- Pasrpannuenue poctyna mojb3oBareieil K 00beKTaM HH(OPMAIMOHHOM
0€30MaCHOCTH ¥ UHBIM pecypcaM Y UpeskIeHUs;

- Obecrieuenne  ayTeHTU(UKAIMM  TOJIb30BaTeNiel,  Y4YacCTBYIOIIMX B
nH(}OpMaIMOHHOM 0OMEHE;

- 3ammuTa OT HECAaHKIIMOHMPOBAHHOW Moaudukanuu ucrnoib3dyembix B ECKC
VYupexaeHuss  NpPOrpaMMHBIX  CPEACTB, a  Takke  3alluTy  OT  BHEAPCHHUS
HECAaHKIIMOHUPOBAHHBIX MPOTPaMM, BKIIIOYasi KOMIIbIOTEPHBIE BUPYCHI;

- 3amuTy WHGOPMALMA OTPAHUYEHHOTO TOJB30BAHUS OT YTEUKH TIO
TEXHUYECKUM KaHaJIaM MpHU ee 00paboTKe, XpaHSHHUH U Mepeaauu 1o KaHallaM CBSI3U;

- Obecnieuenue Oecriepe©oitHOrO (QYHKIIMOHUPOBAHUS  KPUNTOTPaGUUECKUX
CPEJICTB 3alUThI UH(POpPMAITIH.

3.3  IlocraBneHHas 11eb 3aIUTHI U PEIICHUE MTEPEUUCIICHHBIX 3a/1a4 JOCTUTAIOTCS:

- YyeroM BceX MOJUIeKAIIMX  3alUTe OOBEKTOB  MH(POPMAIMOHHOU
0€30MMacHOCTH YUpeKICHUS;

- Perucrpanueir B KypHajax JAEMCTBUM MEPCOHANA, OCYIIECTBIISIIOLIETO
oOciyxuBaHue U MoauduKaIo 00beKTOB HH()OPMAIIMOHHOMN 6€30MaCHOCTH

- [TomHOTOM, pearbHOM BHIMOTHUMOCTBIO U HEIPOTUBOPEUHBOCTHIO TPEOOBAHUN
OpraHU3allMOHHO — PAaCHOPSAUTENbHBIX JOKYMEHTOB YUpPEXIEHUs IO BOMpocaM
oOecrieueHust 0€30MaCHOCTH WH(OPMAIHH;



- [loaroToBKOW JOKHOCTHBIX JIML, OTBETCTBEHHBIX 3a OpraHU3alMI0 H
OCYILECTBJIICHUIO  NPAKTUYECKUX MEPONpUITHH 1O  oOecredyeHuto  0e30macHOCTH
“H(pOpMalUK U MPOIECCOB €€ 00padOTKH;

- Hanenennem Kakgoro moJIL30BATENS ONTUMAIBHO-HEOOXOIUMBIMA  JUIS
BBINIOJIHEHUSI UM CBOUX (YHKIMOHAJIBHBIX OOS3aHHOCTEH IMOJHOMOYUAMH MO JOCTYyHYy K
MH(OPMALIMOHHBIM pecypcaM Y UpexaeHHUS;

- UYeTKUM 3HaHUEM U CTPOTUM COOJIIOJIEHUEM BCEMH TOJIB30BATENSIMU OOBEKTOB
MH(OPMALIMOHHON  0€30MacHOCTH  YUpeXJeHus TpeOOBAHMM  OPraHM3allMOHHO  —
pacnopsIUTENbHBIX JOKYMEHTOB 110 BOIpocaM odecrieueHus 0e30nacHOCTH HH(popmaluuy;

- [lepcoHanbHOM OTBETCTBEHHOCTBIO 332 CBOU JIEHCTBUS KaX/JI0I0 COTPYIHHKA, B
pamMKax CBOMX (YHKIMOHAIbHBIX OOS3aHHOCTEH MMEIOUIEro JOCTYNl K OOBEKTOB
MH(pOpPMaIIMOHHON O€30MaCHOCTH Y UPEIKICHUS;

- [Ipumenennem (U3MUECKUX W TEXHUYECKUX CPEJICTB 3alIUThl OOBEKTOB
MH(pOpPMALIMOHHON Oe30macHOCTH YUpekKJIeHUS M HENPEepbIBHOM aJIMUHUCTPATHUBHOM
MOJIEPIKKON UX MCTOIb30BaHUS

- O¢GheKTUBHBIM  KOHTPOJIEM  HaJ  COONIOACHHEM  TOJb30BaTEISIMU
MH(OPMALIMOHHBIX PECYpcOB YUpexaAeHUs TpeOOBaHUN MO oOecredyeHHuI0 0e30MacHOCTU
uH(pOpMaLIIH.

4, OcHoBHBIE YIPO3bl 0€30IIaCHOCTH MH(OPMALMHU B YUpeKAeHHH

4.1 Tlox yrpo3zamu 0€30MacCHOCTH HHQOpPMAUMU B YUpPEKICHUH TMOHUMAETCS
HOTEHI[MAJIbHO BO3MOKHbIE HEIaTHBHbIE BO3JICHCTBUS HA 3alUIAEMYI0 HH(OPMALHIO.

4.2 OCHOBHBIMM MCTOYHHUKAMHU yIpo3 6€30MacHOCTH UH(OPMALUU B YUpexIeHUS]
SBIISIOTCA:

- HenpennamepeHnHsle, T.e. NEHCTBUS, BBI3BAHHbIE HEKOMIIETEHTHOCTBIO WM
XaJIaTHOCTBIO NOJIb30BaTeNel (epcoHana);

- [IpennamepeHHbIE, T.€. NEHCTBUS, BBI3BAHHBIC 3JIbIM YMBICIOM, HE3aBUCHUMO
OT TOro, BHEIIHMM WIM BHYTPEHHUM OTHOCUTEIIBHO OOBEKTOB HH(POPMALMOHHON
0€301aCHOCTH YUpPEKACHUs SIBISIETCS UCTOYHUK YIPO3BI;

- OmubKky, JOMyIIeHHblE MpH  pa3pabOTKe  KOMIIOHEHTOB  OOBEKTOB
UHPOPMALIMOHHON 0€30MacHOCTH YUpeXA€HHs M HMX CHCTEM 3allUThl, OLIMOKH B
IpOrpaMMHOM OO€CTIeYeHUH, OTKa3bl U COOM TEXHUUYECKUX CPEICTB;

- ABapuu, CTUXUIHBIE OECTBUSL.

4.3 CorpynHukd  YUpexaeHus,  3aperucTpUpPOBAHHbIE  KaK  JIerajbHbIE
nonps3oBaTenin ECKC VYuypexnenuss winm oOCIyXHMBaroOIlie €€ KOMIIOHEHTHI, SBIISIOTCS
BHYTPEHHHUMM HCTOYHMKAMM CIIy4allHBIX BO3JEMCTBHSA, T.K. UMEIOT HENOCPEICTBEHHBIN
JOCTYIl K IporeccaM o0paboTKku MH(pOpMAIMKM M MOTYT COBEpLIaTh HENpeIHaMepeHHbIe
OLIMOKM U HapyIIEHUs AEUCTBYIOIIMX MPaBUII, HHCTPYKIIMA, PETIIaMEHTOB;

4.4  Bo3MOXHBIE NYTH peajlu3alMd HENpeIHAMEPEHHBIX Yrpo3 0e30MacHOCTH
YupexneHus:

- Heywmpblmiennble  AeWCTBUS, NPUBOAANINE K YACTUUYHOMY MWIIM IOJIHOMY
HapyUIEHUIO (PYHKIIMOHATHHOCTH KOMIIOHEHTOB OOBEKTOB HH(POPMAITMOHHON 0€30MacCHOCTH
VYupexxaeHus: Wid pa3pylIeHHI0 HHQOPMALMOHHBIX WM MPOrpaMMHO — TEXHHYECKUX
pecypcoB;

- Heocropoxubeie neHCTBUIl, NpPUBOAAIIME K pasMIalleHUI0 HHQPOpMauu
OTPaHUYEHHOTO PaCIPOCTPAHECHHUS;

- Pasrnamenue, nepegaya uim yrpara aTpuOyToB pa3rpaHUYEHUs JOCTYIIA;



- WUrHopupoBaHue  OpraHuM3allMOHHBIX  OrpaHUYEHHH 1pu  pabore ¢
MH(}OPMALIMOHHBIMH pECYpCaMu;

- [IpoekTrpoBaHuEe apXUTEKTYpbl CUCTEM, TEXHOJOTUH OOpaOOTKM JAaHHBIX C
BO3MOXHOCTSIMH, HPEICTABISIOUIMMU ONACHOCTh JUIsl (PYHKIMOHUPOBAHMUS OOBEKTOB
nH(pOpMaIIMOHHON 0€30MaCHOCTH YUpekIeHUs 1 6e30macHOCTH HH(GOPMAIUK;

- [lepecblika JAHHBIX MO OMIKMOOYHOMY aJpecy (YCTPOUCTBY);

- BBoJ ommO0YHBIX TaHHBIX;

- Heywmbiniennas nopua Hocurenel nHGOpMaluu;

- HeywmpinienHoe nNoBpekaeHNE KaHAJIOB CBSI3U;

- HempaBomepHoe oTkitoueHne 00OpYJIOBaHUS WM HU3MEHEHHE PEXHMOB
paboTHl yCTPONUCTB WIIM MPOTPAMM;

- 3apaxkeHre KOMIbIOTEPOB BUPYCAMH;

- HecankunoHupoBaHHblEe 3alyCK TEXHOJOTHYECKUX MPOrpamMm, CIOCOOHBIX
BbI3BaTh IOTEPI0 PAaOOTOCIOCOOHOCTH KOMIIOHEHTOB HH(POPMALMOHHBIX CHUCTEM WIH
OCYUIECTBIISIFOIINX B HUX HEOOpATUMbIE U3MEHEHUS;

- HekoMmmnerenTHOE  HCIONb30BaHWE, HACTpOWKa WM HENPaBOMEPHOE
OTKJIFOUEHHUE CPEJICTB 3aIUTHI.

4.5 Bo3MoxHble NYyTH peajdu3aluu MpeJIHaMEepPeHHBIX Yrpo3 0e30MacHOCTH
YupexaeHus:

- VYMbIlICHHBIE  IEUCTBHSI, MPHUBOAAIIME K YacCTUYHOMY WM [OJHOMY
HapyueHUo (QyHKIMOHAIBHBIX KOMIIOHEHTOB OOBEKTOB MH(OPMAIIMOHHOI 0e30macHOCTH
VupexxIeHUsIMIN  pa3pylIeHUI0 WHGOPMALMOHHBIX WJIM IPOrpaMMHO — TEXHMYECKUX
pecypcos;

- HeiicTBus o JIe30praHu3aluu (GYHKIIMOHUPOBAHUS 00BEKTOB
UHPOPMALIMOHHON O€30MIaCHOCTH YUpEKJIEHHUsl XHUIIEHHE JOKYMEHTOB U HOCUTENeH
uHdopmaIuu;

- HecaHkiuoHupoBaHHOE ~ KONMPOBAaHUE  JOKYMEHTOB M HOCUTeNed
UHpOpMaLUK; YMBIIIJICHHOE UCKa)keHue HHpopMannuy. BBog HEBEpHBIX JaHHBIX;

- OTkmroueHWe  WIM  BBOA U3 CTpOsl  MOJACUCTEM  obOecliedyeHus
(GYHKIIMOHUPOBAHUS 00bEKTOB HHPOPMALIMOHHON 6€3011aCHOCTH Y UpexKACHNUS;

- [lepexBaT naHHBIX, IEpEeIaBAEMbIX 110 KaHAJIaM CBSI3U U MX aHAJIM3;

= XwulleHne Ipou3BOICTBEHHBIX OTX0/I0B,;

= He3zakonHoe nosiy4yeHue aTpuOyToOB pa3rpaHudeHUs JOCTYIIa;

= HecankiuonupoBanHbelii  JocTyn K =~ OOBEKTOB  MH(GOpPMAIMOHHOU
0e30nacHOCTH YUpexAeHus ¢ pabouMX CTaHLUH JIETaAIbHBIX M0JIb30BaTENeH;

= XWuIlleHre WK BCKPBITHE MU(POB KPUNTOZALUIUTH MH(POpMaLuy;

= BHenpenue anmapaTHBIX WM MPOrpaMMHBIX 3aKJIAJ0K C LENbIO CKPBITHO
OCYILECTBJIATh JOCTYN K HWHGOPMAIMOHHBIM  pecypcaM WIM  Je30pTaHu3aluu
(GYHKIIMOHUPOBAHUS ~ KOMIIOHEHTOB  OOBEKTOB  WMH(OPMAIIMOHHOW  0E30MacHOCTH
YupexaeHus;

- HezakonHoe wucnonb3oBaHne OOOPYJIOBAaHHUS, MNPOTPAMMHBIX CPEACTB WM
MH(POPMAITMOHHBIX PECYPCOB.

4.6  Bo3MOXHBIE IyTH pean3ali OCHOBHBIX €CTECTBEHHBIX YIp03 0€30MacHOCTH
YupexneHus:

- Brixon u3 ctpost o0opyaoBaHus 00bEKTOB HHPOPMAIIMOHHON 0€30MacHOCTH U
o0opynoBaHus obecrieueHus: ux PyHKIIMOHUPOBAHUE;



- BbIxon U3 cTpost niiv HEBO3MOKHOCTh MCIOIb30BaHUS JIMHUH CBSI3H;

- [lo>xapel, HABOJHEHMS U IpYTUE CTUXUNHBIE OEACTBUS.

4.7 Hapymmrens — MO, KOTOPOE MNPEANPUHSANIO TOMYTKY BBIIOIHEHUS
3aMpelieHHbIX IEHCTBUN 110 OLIMOKE, HE3HAHUIO WJIM OCO3HAHHO CO 3JIbIM YMBICIIOM HUJIU 0€3
TAKOBOT'O U MCIOJIB3YIOLIEE AJIsl ATOTO pa3Iu4HbIE BO3MOKHOCTH, METOJIbI U CPE/ICTBA.

4.8  37MOyMBIIUIEHHUK — HApYIIUTENb, ICHCTBYIONINA HAMEPEHHO M3 KOPBICTHBIX,
WJECHHBIX UM UHBIX MOOYKICHUM.

49 Cucrema obecnieyeHus WH)OPMAMOHHON O€30MacHOCTH Y UPEKIACHHUS
JOJDKHA CTPOUTBHCSA MCXOMS W3 MPEANONOKEHUH O BO3MOXKHBIX THUIAX HapyLIUTENed u
37I0YMBIIIJIEHHUKOB B CHCTEME.

4.10 HexoMmeTeHTHBIN MOJIB30BATENb — COTPYJHUK YUPEXKJIECHUS HCIOIb3YIOUIUI
TOJIbKO ILITAaTHBIE CPEICTBA,, KOTOPBIH MOXKET NPEeANPUHUMATH IOMBITKA BbIOJHEHUS
3aMpelleHHbIX JEUCTBUM, JOCTyNMa K 3allUIlaeMbiM OOBEKTOB HH(POPMAIIMOHHOU
0€30MacCHOCTH YUpeXJACHUsS C NPEBBILIEHUEM CBOMX MOJHOMOYMI, BBOAA HEKOPPEKTHBIX
JAHHBIX, HAPYILIEHUS [IPaBUJ U PEriaMeHTOB paboThl ¢ HH(OpMaIeil u T.1.

4.11 JlwoOutenb — COTPYAHUK YUpPEKICHHS, MbITAIOUIUIICS HApYIIUTh CHUCTEMY
3aIUThl 0€3 KOPBICTHBIX LEJe MM 3JI0T0 yMbIcia. [ mpeo1oneHnus CUCTEMBI 3alIUThl U
COBEpIIEHUS 3alpelIeHHBIX JEHCTBUH OH MOMKET MHCIONb30BaTh Pa3IUYHbIE METOJIbI
MOJIyYeHUsT JIONOJHUTENbHBIX TOJHOMOYMI JOCTyma K pecypcaMm, HEIOCTaTKu B
MOCTPOEHHE CHUCTEMBI 3alllUThl M JOCTYIHbIE €My IITaTHbIE cpeiacTBa. [loMuMo 3TOro oH
MOXKET TIOMBITaThCS HCIOJNb30BaTh JOIMOJHUTEIbHBIE HEIITAaTHbIE HWHCTPYMEHTAJbHBIE U
TEXHOJIOTHYECKHE MPOrpaMMHBIE CPEJCTBA, CAMOCTOSITENILHO pa3pabOTaHHbIE MPOrpaMMbl
WIH CTaHJAPTHBIE TONOJHUTENIbHBIE TEXHUUECKHUE CPEICTBA.

4.12 BHYTpeHHMH B3JIOyMBINIJIEHHUK — COTPYIHUK YUpexKIACHHUS, JACHUCTBYIONMIUN
LIeJIEHANPABICHHO U3 KOPBICTHBIX MHTEPECOB. MOXKET UCIOIb30BaTh BECh HAOOP METOJOB U
CPEICTB B3JIOMa CHCTEMBI 3aLIUTHI, BKIIOYas areHTYpHbIE METOABI, IACCUBHBIE CPEICTBA,
METO/bl M CpEACTBAa AKTUBHOIO BO3JEHCTBUS, a TakKe KOMOMHAIMU BO3ACHUCTBUH, Kak
U3HYTPH, TaK U U3BHE Y UPEKICHUS.

413 BHemHMH 37I0yMBIIUIEHHMK — IIOCTOPOHHEE JIMLO, JeHCTBYIoOIIee
LeJIEHAPABICHHO U3 KOPBICTHBIX MHTEPECOB. MOXKET UCII0JIb30BaTh BECh HA0OP METO/I0B U
CPEICTB B3JIOMa CHCTEMBI 3alIUTHI, BKIIOYas areéHTYpHbIE METOABI, IACCUBHBIE CPEICTBA,
METObl M CpEACTBAa AKTUBHOIO BO3JEHCTBUS, a TaKKe KOMOMHAIMU BO3JEHCTBUH, Kak
W3HYTpPH, TaK U U3BHE YUPEXKICHUS.

4.14 K BHYTpPEHHUM HapylIUTEIeM MOTYT OBITh OTHECEHBI JMIA U3 CIEAYIOMIHNX
KaTeropuil COTPYIHUKOB Y UPEKICHU:

- 3apeructpupoBansble noap3oBarenu ECKC Yupexnenus

- Corpyauuku  Yupex[IeHus, HE SBISIOLNIMECS  3aperuCTPUPOBaHHBIMU
MI0JIB30BaTENIMA U He AonyieHHble K pecypcam ECKC, HO umeronue 10CTyn B 3aHUE U
MIOMEILEHNUS;

- [Tepconan, obecneunBarmuii  00CTY>KUBaHHE TEXHUYECKHE CPEJICTBA
00BeKTOB HH()OPMAITMOHHOMN 0€30MacHOCTH Y UpEIKICHUS.

- CrneunanucTsl, 3aJ€lCTBOBAHHBIE B  COINPOBOXAECHUHU MPOTPAMMHOTO
o0ecIieueHus;

4.15 BHemHUM HAPYIIUTEIEM MOKET OBITh JIMLIO U3 CIETYIOIMINX KaTerOpuil:

- YBOJICHHBIE COTPYAHUKU Y UPEKICHMUS,

- IIpencraBurenn  OpraHu3anuii, B3aMMOJEHUCTBYIOUIMX 110  BOIPOCAM
TEXHUYECKOTo oOecrieueHus: YupeKIaeHus;



- ITocerureny,
- HiteHsBI IPECTYIHBIX OPraHU3aLUNT;

- JInna, cinyvaitHo wiau ymbsinuieHHO npoHukimine B ECKC Vupexnaenus us
BHEIIHUX TEJIEKOMMYHHKAIIMOHHBIX CETEN (XaKephl).

5. OcHOBHbIe TPUHOMIBI  MOCTPOEHUSI CHCTeMbI HMH(OPMALMOHHOI
0e30IacCHOCTH Y YpeKIeHHs

5.1  3akoHHOCTb.

[IpennonaraeT OCYIIECTBICHHE 3AIIUTHBIX MEPOMPHUATHH U pPa3pabOTKy CHCTEM
O0e3omacHOCTH  HMHPOpMAIIMK  YUPEXKJCHHS B  COOTBETCTBUM C  JCHCTBYIOIIUM
3aKOHOJATEILCTBOM B 00JacTH WH(POPMAIMOHHBIX TeXHoJoruil. Bce momp3oBaTenn
00BEKTOB MHGPOPMAIIMOHHONW 0€30MaCHOCTH YUPEXACHUS JOJDKHBI UMETh MPEICTaBICHUE
00 OTBETCTBEHHOCTH 3a NPAaBOHAPYIICHUS B OOJACTH WH(POPMAIMOHHBIX TEXHOJOTHH.
Peanmm3zanus nmaHHOTO TpWHIMNA HEOOXOAMMa JUIS 3allUThl WMEHH W PEIyTaluu
YupexneHnus

5.2  CuCTeMHOCTb.

[IpenqnonaraeT  y4eTr  BceX  B3aWMOCBS3aHHBIX,  B3aMMOJCHUCTBYIOIIUX |
M3MEHSIONINXCS BO BPEMEHH AJIEMEHTOB, YCIOBHU M (DaKTOPOB, 3HAYMMBIX JIJIsl TOHUMaHUS
W peuieHUs npobrembl oOecriedeHHs 0€30MacHOCTH  OOBEKTOB  HMH(POPMALMOHHOU
6e3onacHocTH YupexnaeHus. [Ipu co3maHuy CHCTEMBI 3alllUTHI JOJKHBI YYUTHIBATHCS BCE
cnabble W HamOojee YysA3BUMbIE MecTa OOBEKTOB HMH(OPMAIIMOHHON O€30MacHOCTH
VYupexaenus. CucrteMa 3alluThl J0JDKHA CTPOUTHCS C YYETOM BCEX HM3BECTHBIX KaHAJIOB
IPOHUKHOBEHHUS W HECAHKI[MOHUPOBAHHOTO JOCTyna K HWHMOpPMALMM U C Y4eTOM
BO3MO>KHOCTH TOSIBJICHUSI IPUHIIMITHAIBHO HOBBIX MTyTeH peanu3anuu yrpo3 0€301acHOCTH.

5.3  KommereHTHOCTb.

[IpenmnonaraeT npUMEHEHHWE PA3HOPOAHBIX CPEIACTB 3alIUThl MPHU IOCTPOCHUU
IIEJIOCTHOM CHCTEMBI 3alIUThl, IEPEKPHIBAIOIIEH BCE 3HAUMMBbIE KaHAJbI pealu3aliid yrpo3
U HE coJieprKalleil ciaOblX MECT Ha CThIKaxX ee OT/EIbHBIX KOMIIOHEHTOB. 3allluTa JA0HKHA
CTPOUTHCS AIIETOHUPOBAHO. .

5.4  HemnpepbIBHOCTH U IIEJIOCTHOCTh 3alUTHI.

DTO 1mpolecc, OCYIIECTBISEMbI pPYKOBOACTBOM YupexieHusi, OtnenoMm u
COTPYIHUKAMH CTPYKTYPHBIX MOJpa3/IeleHH, KOTOPHIN JOKEH MOCTOSHHO UATH Ha BCEX
YpOBHAX BHYTpU YupexaeHus. Kaxnpiii coTpymHUK YUpekIeHUs AOKEH MPUHUMATHCS
ydqactieé B 3TOM mporecce. JlesTenbHOCT, 10 oOecredeHno HHPOPMAIMOHHON
0€30IMaCHOCTH SIBJISIETCSI COCTABHON YaCThIO TIOBCEIHEBHOM JESATEILHOCTH Y UPEKICHUSI.

5.5 CBOEBpPEeMEHHOCTb.

Hocut ynpexparommii xapakrep Mep oOecriedeHus O€30MacHOCTH HH(OpMAIUU.
Pa3paboTka cucTemMbl 3alUTHl JOJDKHA BECTUCH MApauIeIbHO C pa3paboOTKONW M pa3BUTHEM
caMOH 3allMIIaeMON CHCTEMBbl. OJTO TO3BOJMT Yy4YecThb TpeOoBaHMS O€30MaCHOCTH TNpHU
MPOCKTHUPOBAHUU APXUTEKTYpbl MU, B KOHEUHOM cueTe, co3aaTh Oosee 3¢ GheKTHBHBIC
CHCTEMBI, 00J1a/1at0II1e JOCTATOYHBIMU KOMITETEHIIUSIMH.

5.6 IlpeeMCTBEHHOCThH M COBEPILICHCTBOBAHUE.

[IpennonaraeT MOCTOSIHHOE COBEPIICHCTBOBAaHME MEp M CpPEICTB  3aIIUTHI
uHpOpMAIM HAa OCHOBE MPEEMCTBEHHOCTH OPTraHU3AIMOHHBIX M TEXHUYECKUX DPELICHHH,
KaJpOBOTO  COCTaBa, aHauu3a (PyHKIMOHHPOBAHHSA OOBEKTOB  HMH(OPMAITMOHHOM
0€30MacHOCTH YUpEeXKICHHUs] U CUCTEMbI €€ 3alIUThl C Y4eTOM H3MEHEHMH B METOJax U



CpeAcTBax mnepexBara MHPOPMAIIMN, HOPMATUBHBIX TPeOOBAHMI MO 3alIUTE, JOCTUTHYTOIO
OTEUYECTBEHHOT'O U 3apy0eKHOT'0 OMbITa B 00JaCTH HHPOPMALIMOHHBIX TEXHOJIOTUH.

5.7  Pa3zymHas 10CTaTOYHOCTb.

[IpenmnonaraeT COOTBETCTBUE YpPOBHSA 3arpaT Ha oOecreyeHue Oe30MacHOCTH
vHpopMaluu K BETWYHMHE BO3MOXKHOTO yiiepOa.. Co3maTh aOCONIOTHO HEMPEOIOIUMYIO
CHUCTEMYy 3alluThl TMPUHIMIHAILHO HEBO3MOXHO. I[loka wuHdopmanus Haxoautcs B
oOpalleHny, NPUHUMAeMble MEpPhl MOTYT TOJBKO CHHU3UTH BEPOSTHOCTh HETATUBHBIX
BO3JICHCTBUI, HO HE UCKIIIOUUTh UX MOJHOCTHIO. [Ipu 10CTaTOYHOM KOJMYECTBE BPEMEHU U
CPEJICTB — BO3MOKHO, IIPEOAOJIETH JH00YI0 3amuTy. [loaToMy MeeT cMbIci paccMaTpuBaTh
HEKOTOPBIN MpuemMieMblii ypoBeHb 00ecriedeHus1 0e30MacHOCTH.

5.8 TlepconaiibHasi OTBETCTBEHHOCTb.

[IpennonaraeT BO3JI0KEHHWE OTBETCTBEHHOCTH 3a obecrieyeHue Oe30MacHOCTH
uHpoOpMallUM M CHCTEMBbl €€ OOpabOTKM Ha KaKJIOro COTpPYJHUKA B Ipelenax ero
MOJIHOMOYMH. B COOTBETCTBMM C 3TMM NPUHILMIIOM paclpelesieHne MpaB U 00s3aHHOCTEN
COTPYJIHUKOB CTPOUTHCS TaKUM O0pa3oM, 4TOOBl B ciyyae Jit0OOro HapylIeHHs Kpyr
BUHOBHHKOB OB Y€TKO M3BECTECH WIJIM CBEACH K MUHUMYMY.\

5.9  Onrumuzanus MOJIHOMOYHH.

[Ipennonaraer npeaocTaBiICHUE IMOJ30BATENSIM ONTHMAJIBHBIX MpaB JOCTyNa B
COOTBETCTBUU CO CIIy)kKeOHOM HeoOxoaumocThio. JlocTynm K HHQOpMAIUMU JOJKEH
MPEIOCTABIATHCS TOJIBKO B TOM Cilydae U o0beMe, KOrja 3T0 He0OX0IMMO COTPYIHUKY IS
BBITIOJIHEHUS €0 JOJHKHOCTHBIX 00S3aHHOCTEH.

5.10 Hckmrouenne KOHMIUKTa HHTEPECOB.

[Ipenmnonaraer ueTkoe pasleneHre OO0SI3aHHOCTEH COTPYAHUKOB M HCKIIIOYECHHE
CUTYyalluii, Korja cepa OTBETCTBEHHOCTH COTPYJIHUKOB JOMYCKAaeT KOH(IUKT UHTEPECOB.
Cdeppl mOTEHUHANBHBIX KOHQIMKTOB JOJKHBI BBISBISATHCA, MHUHHUMH3UPOBATHCS, U
HaXOAMUTHCS TOJI CTPOTMM HE3aBUCHUMBIM KOHTposieM. Peanuzanus JaHHOTO NpUHIIMIIA
IpenoiaraeT, 4To He OJWH COTPYJHHUK HE JOJKEH MMETh MOJHOMOYHUM, MO3BOJISIOMIMX
€My €TUHOJIMYHO OCYLIECTBIISATH BHIMOIHEHNE KPUTUYHBIX OTepaIuil.

5.11 B3zaumopeicTBHE B COTPYIHHYECTBO.

[Ipenmnonaraer co3nanue OIAronpusTHON aTMocdepbl B KOJJIEKTUBAX CTPYKTYPHBIX
nojpaszaeneHuii. B Takoil 0OCTaHOBKE COTPYIHUKU JOJKHBI OCO3HAHHO COOJIOIATh
yCTaHOBJIEHHBIE TIPaBUJIa U OKa3bIBaTh cojaelictBue Otaeny. Bee coTpynHuku YupexxaeHus
JIOJKHBI TIOHUMATh CBOIO POJIb B Mpoliecce odecrieueHus: "HHOPMaIMOHHONW 0e30MacHOCTH
Y IPUHUMATH B 3TOM YYacTHE B 3TOM IPOIIECCe.

5.12 T'uOKOCTH CUCTEMBI 3AILUTHI.

[Ipenmnonaraer  cHOCOOHOCTH ~ CHUCTEMBI  obOecriedyeHUsT  MHGOPMAIMOHHOM
0€30MacHOCTH pearupoBaTh Ha W3MEHEHHS BHEIIHEH Cpelbl U YCIOBUN OCYIIECTBICHUS
YupexaeHus: CBOEH IeSTEIIbHOCTH.

5.13 TIlIpocroTa npuMeHEHHUS CPEACTB 3aIUTHI.

[IpenrnonaraeT UHTYUTHUBHO TOHSTHBIE U MPOCTHIE B UCIOJB30BAHUU MEXaHU3MBI U
MeTO/bI 3aiuThl. [I[puMeHeHne CpesicTB U METOJIOB 3alIUThI HE JIOJDKHO OBITH CBSI3aHO CO
3HAaHHUEM CIICIIMATBLHBIX S3BIKOB HIIM C BHITIOJTHEHUEM JICUCTBHIA, TPEOYIONIUX 3HAUUTEIBHBIX
JOTIOJIHUTENFHBIX  TpyAo3aTpaT  Npud  OOBIMHOM  paboTe  3aperucTPUPOBAHHBIX
MOJIb30BaTelNe, a TaKKe HE JIOJDKHO TPeOOBAaTh OT MOJb30BATENS BBHIMOTHEHUS PYTUHHBIX
MaJIOTIOHSTHBIX €My OTIEPAIIHA.

5.14 OO0CHOBaHHOCTbH U TEXHUYECKAS PEATU3yEMOCTb.



[Ipenrmonaraer peanu3anuio Ha COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH U TEXHHUKHU
WH(OPMAIIMOHHBIX TEXHOJIOTHI, TEXHUIECKUX M MPOTPAMMHBIX CPEJICTB, & TAKIKE CPEJICTB U
Mep 3aIIUThl UH(OPMALIUH.

5.15 Crneunanuzanus u npohecCuOHaTU3M.

[Ipenrmonaraer mpuBiIcUEHUE K Pa3pabOTKE CPEACTB M PEAM3alMA MEp 3alllUThI
nH(OPMAIMK CHECITUAIM3UPOBAHHBIX OpPTaHU3AIlNi, JTUIICH3UPOBAHHBIX HAa OCYIICCTBICHHUE
JESITSIIBHOCTH TI0 O0ecTieueHnto 0e30MmacHOCTH HH(POPMAIMOHHBIX PECypCOB, UMEIONTUX
MPAKTUYCCKUI OMBIT padOThI M TOCYAAPCTBEHHYIO JUIICH3UIO Ha MPABO OKa3aHUsS YCIyT B
9TOM oOnacTu. Peanm3anusi aJMHUHHCTPATUBHBIX MEP WM OSKCIUTyaTalWs CPEICTB 3allUThI
JODKHA ~ OCYIIECTBIIATHCS  NPO(ECCHOHAIBHO  MOATOTOBICHHBIMH  CHEIUATHCTAMHU
YupexneHnus

5.16 OO6s3aTenbHOCTh KOHTPOJIS.

[IpenmonaraeT 00s3aTEILHOCTE W CBOCBPEMEHHOCTh BBISIBJICHHS M IPECCUYCHHS
MIOTIBITOK HAPYIIECHUSI YCTAHOBJICHHBIX MpaBUJ, oOecriedeHusI 0€30MacHOCTH WH(POPMAIIHH,
Ha OCHOBE WCIOJB3YEMbIX CHCTEM H CpeACTB 3amuThl wHPOpMmaruu. KoHTpons 3a
JESTCIIBHOCTD JIFOOOTO TOJB30BaTENIs, KAXKIOTO CPEJICTBA 3alIUThI U B OTHOIICHUH JTFOOOTO
00BEKTa 3aIIMTHI JIOJDKEH OCYIIESCTBISATHCS HA OCHOBE NMPUMEHEHHS CPEACTB ONIEPATHBHOTO
KOHTPOJISI W PETUCTPAIlMM M JIOJPKCH OXBAaThIBaTh KaK HECAHKIIMOHUPOBAHHBIC, TaK W
CaHKIIMOHUPOBAHHBIC JCHCTBUS MOJb30BaTeNne. Bmecte ¢ Tem, 3ddexkTuBHas cuctema
obOecrieueHUsl HMHQPOPMAIMOHHONW  Oe30macHOCTH TpeOyeT Hauuuus aJCKBaTHOH U
BceoObeMITIONIEH HMH(pOpPMAIMM O TEKYIIEM COCTOSHUU MPOIECCOB, CBS3aHHBIX C
JIBIDKEHHEM HWHGOpPMAIMd U CBEJAEHUNW O COONIOJICHWH YCTAHOBJICHHBIX HOPMAaTHUBHBIX
TpeOOBaHUH, a Tak)Ke JOTMOJHUTEIbHON MH(OpPMAIIUU, UMEIOIIEH OTHOIICHHE K MPUHATHIO
peLIeHNnI.

5.17 Henocratku cucTeMbl oOecrieueHus HWHGOPMAIMOHHON 0E€30MacHOCTH,
BBISIBIICHHBIC COTPYAHUKAMH YUPEXKICHHUS WIH OTHAeNa JOHKHBI HEMEJICHHO JOBOJUTHCS
JI0 CBEJICHUSI PYKOBOJMUTENICH COOTBETCTBYIOIIETO Y UPEKICHUS M ONEPATUBHO YCTPAHATHCS.

6. Mepsbl, MeTOAbI M CpeACTBa oOecrmeyeHHs] TPedyeMoOro YpOBHA
3alMIEHHOCTH NH(OPMAIIUOHHBIX PecypcoB.
[Ipenmnomnaraercsi,  4YTO  HECAaHKUMOHUPOBAHHBIA  JOCTYm ~ Ha  OOBEKTHI

UHPOPMAIIMOHHONH OE30MacHOCTH IOCTOPOHHUX JIMII HMCKIIIOYaeTcs MepaMu (DU3HYECKOU
3alUTHI.

6.1 Bce wmepbl obecreueHuss Oe30macHOCTH  HH(DOPMAIMOHHONW  CHCTEMBI
YupexaeHus _ oApa3fesstoTcs Ha CIEAYIONINEe BUIBL:

- TIPaBOBEIC;

- MOpPaJILHO — 3THYECKHUCE;

- TEXHOJIOTUYECKHE;

- OpTraHHU3aI[MOHHBIE;

- dbuznveckue;

- TEXHUYECKHE.

6.2 IIpaBoBsie.

K nmamHoMy BuIy Mep 3allUThl OTHOCSTCS JCHCTBYIOIIHME 3aKOHBI, YKa3bl,
HOPMATHBHBIE AaKThl, COTJIAIICHHS, pErIaMEHTUPYIOIIME TIpaBWwiia oOpalieHus ¢
uH(pOpMAIMEH, 3aKpEIUISIONIUE TMpaBa W OOSI3aHHOCTH YYAaCTHUKOB HWH()OPMAIIMOHHBIX
B3aMMOJICHCTBUN B Tporiecce OOpabOTKH M MCTOJIB30BAHUU, a TAKXKE YCTAaHABIIMBAIOIIHEC
OTBETCTBEHHOCTD 32 HAPYIICHUS ATUX MPABUIL
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JlaHHbIE MEpPBI HOCST B OCHOBHOM YIPEXKJIAIOIINE XapaKTep U TPeOyIOT MOCTOSTHHOM
Pa3bICHUTEIBHON pabOTHI C MOJIb30BATEISIMHU.

6.3 MopanbHO — 3THYECKHE.

K nanHomy BHIy Mep 3alllUTBl OTHOCSITCS HOPMBI ITOBEJICHUSI, KOTOPBIE TPATULIUOHHO
CJIOKUJTUCH WIIM CKJIQJBIBAIOTCS IO MEpPe PaCIpPOCTPAHCHUSI MH(POPMAIIMOHHBIX TEXHOJIOTHI
B o0IIeCTRBE.

Jlanuble Mepbl OOJBIIEH YacThblO HE SIBISIOTCS O0sA3aTeNbHBIMHM, OJHAKO, HX
HECOOJII0JICHUE MOYKET MPUBECTU K CEPHE3HBIM MOTEPSIM UH(OOPMAIIUU U HEMIPEACKA3yEeMbIM
MOCJICICTBUSIM.

6.4  TexHONIOTHYECKHE.

K nmannomy Buay mMep 3alIuThl OTHOCSTCS Pa3HOTO pojia TEXHOJIOTHYECKHUE PEIICHUs
¥ TPUEMBbl, HAMpPaBJICHHbIE HAa YMEHBIIEHHE BO3MOXXHOCTH COBEPIICHHUS COTPYAHHUKAMHU
VYupexxieHus omrOoK W HapYyIICHUH B paMKax MPEeA0CTaBICHHBIX UM IMPaB U MOJTHOMOYHH.

6.5  OpranuzanuoHHBIE.

K nmanHoMy Buay Mep 3alllUThl OTHOCSITCS MEpPbl OPraHU3allMOHHOTO XapakTepa,
perJIaMeHTUPYIOIIHE TIpolecchl  (PYHKIIMOHUPOBAHUSI CUCTEMBI OOpaOOTKH  JIaHHBIX,
WCIIOJb30BAHUE €€ PECypCoB, JACITEIBHOCTh OOCITYXHBAIOIIETO TIEPCOHANa, a TaKxkKe
MOPSIZIOK  B3aWMOJICHCTBHUSL TIOJIb30BaTeNied C CHCTEMOM  TakuM oOpa3oM, dYTOObI B
HauOOJIBIIIEH CTEMEHU 3aTPyJAHUTh WM HCKIIOYUTH BO3MOXKHOCTH peaM3allid yrpo3
0€30MacHOCTH.

['maBHOW 1e7BI0O OpPraHW3allMOHHBIX MEp, NPEANPUHUMACMBIX Ha BBICIIEM
yOpPaBIEHYECKOM YpOBHE — cHOpPMHpOBATH IMOJUTUKY B 00JacTH obecrieueHus
6e3omacHOCTH MHGOpMAalMd U OOECIEeYUTh €€ BBIOJIHEHHUE, BBIIENSAsS HEOOXOAUMBbIE
TEXHUYECKHE, (PMHAHCOBBIE M YEJIOBEUECKHE PECYPCHI, & TaK K€ MOCTOSHHO KOHTPOJIUPYS
COCTOSIHUE JIEJL.

6.6  YpoBHH moAUTHUKHU obOecrieueHus 6€30MacHOCTH HHPOPMAITIH

[Tonutuka B obnmacTu obOecrieueHuss O€30MaCHOCTH HMHPOpPMAIUU B YUpEKICHUS
paszeneHa Ha JBa yPOBHSI:

- BEPXHUI;

- H>KHUM.

K BepxHemMy ypoBHIO TOJUTHKHM oOecrieueHuss Oe30macHOCTH HWHOOpMaIUu
OTHOCSITCSl PELLICHUs] PYKOBOJACTBA, 3aTParuBarollie ACSATEIbHOCTh YUPEKICHUS B LEIOM.
Ha mannoMm ypoBHE 4eTko omnpezensercs cepa BIUSHUE U OTPAaHUYCHUS TPU ONPEICTICHUH
1enei 6e30MmacHOCTH HWH(OpMAIMK, ONPEACNIOTCS PECYpPChl, ¢ MOMOIIbIO KOTOPHIX OHHU
OyayT nmocTurHyThl. HaxouTcss KOMIIPOMECC MEXIy MPUEMIIEMbIM YPOBHEM 0€3011aCHOCTH
U (YHKIHOHAIBHOCTHIO.

Ha wwkHeM ypoBHE TMONUTUKH obOecrniedeHus Oe30macHOCTH —HWHGOpMAIU
OTIPEICIIAIOTCS IPOLIEAYPHI U TTpaBUiIa JOCTHKESHUS TEJIel U peleHui 3a/1a4 0e30MacHOCTH
uH(pOpMAIIHH.

6.7 Jloctynm momnb3oBaTeneit Kk pabore ¢ oObekTamMu  HHGOPMAITMOHHOM
0e30MacHOCTH YUpexXJCHHsT W JIOCTYIl K HMX pecypcaM JIOJDKEH OBITh CTPOTo
periiameHTUpoBaH. JItoOble M3MEHEHHS COCTaBa M IOJHOMOYHH ITOJIh30BATEIICH JOJIKHBI
MPOU3BOJUTHCS YCTAHOBJIEHHBIM TOPSAJIKOM, COTJIACHO pErjaMeHTa MpeI0CTaBICHUS
JOCTYyTa MOJIb30BATEIICH.

6.8 Bce corpymHuku VYupexkIeHUs, 3aperucTPUPOBAHHBIE KaK JierajlbHbIC
nosib3oBarenn ECKC VYupexneHus IOJKHBI HECTH INEPCOHAIBHYK) OTBETCTBEHHOCTH 3a
HapyUIEHUS YCTAaHOBIIEHHOTO TOpsAIKa OO0paboTKuM uWHMOpMaIuK, TpPaBWI XPAHCHHUS,
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WCTIONIB30BaHMSI U TIepeAayd, HAXOMSAIIUXCA B MX PACMOPSHIKCHUH 3aIIMIAEMBIX PECYPCOB
CHCTEMBI.

6.9 Iloanexamiye 3amuTe peCypchl CHCTEMBI MOJIEKAT CTPOTOMY YUETY.

6.10 Bce neucnonp3dyeMbie B paboTe yCTpOHCTBA BBO/IA — BBIBO/Ia HH(OPMALIUK HA
pabounx MecTax COTPYJHHUKOB, paboTaroux ¢ KOHPUACHIIMAILHON HWH(pOpManuei,
JOJDKHBI OBITh TI0O BO3MOXXHOCTH OTKIIIOYCHBI, HE HYXKHBIC UIsI pabOTHl TpOTpaMMHBIE
CpeICTBa U JaHHBIE C JUCKOB TAKXKE TOJKHBI OBITH yIaJICHEI.

6.11 B xoMmmoHeHTax 00BEKTOB MH(OPMAIMOHHON Oe30macHOCTH YUpEeKACHUS U
Ha pabounx MeECTax IOJIb30BaTeNel MOHKHBI yCTaHABIMBATHCS M MCIOJIB30BATHCS TOJIBKO
JUICH3WOHHBIE TPOTPAaMMHBIE  CPEJACTBA, TNPOIIEAIINE AHTHBHPYCHYIO TIPOBEPKY.
Hcnonp3oBaHue MporpaMMHOT0 o0ecrieueH s, He MPOMICIIIET0 MPOBEPKY U HE YITCHHOTO
B YUpexKAeHHUs, TOJKHO OBITh 3alpenieHo.

6.12 Tlonb3oBaTenu OOBEKTOB HWH(POPMAIIMOHHON O€30MaCHOCTH Y UpEKIACHUS
JIOJKHBI OBITH O3HAKOMJICHBI CO CBOMM YPOBHEM IOJIHOMOYHIA, a TaK)KE OpraHU3allHOHHON
— pacnopsIuTeNIbHON, HOPMATUBHOM, TEXHUYECKON W AKCIUTyaTallHOHHOW JOKYMEHTAIUE,
omnpezensoneld TpeOoBaHus U MOPAIOK 00paboTKK MHOPMALIMK B YUPEKICHUU.

6.13 Jlnst HenmocpencTBEHHOW opraHu3anu U dPGEKTUBHOTO (QYyHKIIMOHUPOBAHUS
CUCTeMBbI o0ecriedeHuss HWH()OPMAIMOHHON O0€30MacHOCTH, HCKIIOYAIONIeH BO3MOXKHBIE
KOH(UIMKTBI MHTEPECOB, B YUPEKICHUH IIETIECO00pPa3HO BBECTH CEKTOpP IO OOECIeYCHHE
WHPOPMAIIMOHHON 0€30MMaCHOCTH, C YTBEP)KIACHUEM HEOOXOAMMOM IITATHOW YHCICHHOCTH
CTCIMAJIMCTOB, M BO3JIOKEHHEM Ha HUX COOTBETCTBYIOMIMX (DYHKIIUU U 3a/1a4.

6.14 JlroGoe rpyboe  HapylieHHEe TMOpSAAKa W MPaBWI  IOJB30BaHUS
UH(GOPMALIMOHHBIMU pecypcamMu  YUpeKJIeHUsl JOJDKHO paccienoBaThesi. K BUHOBHBIM
IPUMEHSTHCS a/IeKBaTHbIE MEPhl BO3JICHCTBUSI.

6.15 Jna peanuzanuu MpUHIMIA TEPCOHAIBHON OTBETCTBEHHOCTH IOJIb30BaTENEH
3a CBOU JICHCTBUSI HEOOXOUMBI:

- NnnuBuayanbHas WIACHTHU(PUKALUS TOJb30BaTeNIed M WHUIMUPOBAHHBIX UM
IPOIECCOB;

- [IpoBepka MOATMHHOCTH TMOJIb30BAaTENIe HA OCHOBE MapoJjeil, Kioyeill Ha
pa3IMYHON OCHOBE U T.J.;

- Peakiysi Ha mMOMBITKE HECAHKIIMOHMPOBAHHOTO JOCTYMa (CUTHATU3ALNA,
OJIOKMpOBKaA U T.J1.)

6.16 Jns  oOecnedeHus  HWHPOPMAIMOHHOW  O€30MacHOCTH  YUpeKJeHUs
WCIOJIb3YIOTCSI CIEAYIONINE CPENICTBA 3AIIUTHI:

— dbuzndeckue;

- TEXHUYECKHE;

- CpeICTBa UIACHTU(UKALIUY U ayTeHTU(PUKAIIUU TIOJTB30BaTENeH;

- CpeICTBa pa3rpaHUuYEHUs I0CTYIa;

- cpecTBa obecreyeHus: KOHTPOJIS U IETIOCTHOCTH;

- CpeCTBa ONEPAaTUBHOTO KOHTPOJISA U PErHCTpaluu COObITHI 0€30MacHOCTH,

- KpHUNTorpapuieckue CpecTna.

6.17 TexHUuecKHe MEPHI 3aIUTHI.

OcHOBaHBI Ha UCMIOJB30BAHUH PA3THMUHBIX JIEKTPOHHBIX YCTPONCTB M CTIEUATbHBIX
MPOTPaMM U BBITIOJHSAIOMNUX (QYHKIIUU 3aIUTHL

6.18 cpeacTBa pasrpaHMYCHHS TOCTYTA
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B nensx nmpeporBpamieHusi paboTel ¢ 00beKTaMU MH(OPMALIMOHHON 0€301acHOCTH
VYupexaeHus: MOCTOPOHHUX JIUL, HEOOXOAUMO 00eCHeYUTh BO3ZMOXKHOCTh PacliO3HABAHUS
KaJI0T0 JIETAJIbHOTO MOJIb30BaTEIS.

6.19 cpeacrBa uaCHTU(UKANN U ayTeHTU()UKALINN TTOTH30BATEIICH

30HBI OTBETCTBEHHOCTH W 3aJaud KOHKPETHBIX TEXHUYECKUX CPEJICTB 3alUTHI
YCTaHaBJIMBAIOTCA MCXOJ W3 MX BO3MOYKHOCTEM M 3KCIUIyaTal[MOHHBIX XapaKTEPUCTUK,
OMMCAHHBIX B IOKYMEHTALIMM HA JaHHBIE CPE/ICTBA.

6.20 Cpencra obecnieUeHHS IETOCTHOCTH

CpenctBa oOecniedeHusl LEJIOCTHOCTH BKJIIOYAlOT B CBOM COCTaB  CpENCTBA
pPE3EepBHOTO  KOMMPOBAaHHWSA, MNPOrpaMMbl  AHTUBUPYCHOM  3alUTHI, MPOTPaMMBI
BOCCTAHOBJICHUSI 1IEIOCTHOCTH OTEPAI[MOHHOM Cpe/ibl U 0a3 JaHHBIX.

6.21 cpencTBa onepaTUBHOIO KOHTPOJISL M PETUCTPAllU COOBITHI 0€301acHOCTH

CpeactBa KOHTPOJISI LENOCTHOCTH MH(QOPMAMOHHBIX OOBEKTOB HH(DOPMAIMOHHOMN
0€30MacHOCTH  YUpeKJIeHUs MpedHa3HAaueHbl JJIi CBOEBPEMEHHOIO0 OOHapyKeHUs
MOAU(UKAIUU WM HUCKaXEeHUs pecypcoB cuctembl. OHM TO3BOJISIIOT 00ecreyuBaTh
MPaBMWIBLHOCTh (PYHKIIMOHUPOBAHUS CHUCTEMbl 3alllUThl M IEJIOCTHOCTh XPaHUMOW H
oOpabaTbeiBaeMoil HH(pOpMAITIH.

CpeactBa OOBEKTUBHOIO KOHTPOJSL JOJKHBI 00ecreyuBaTh OOHApy)XEHHE W
pEruCTpaIuio BceX COOBITHI, KOTOphIE MOTYT MOBJEUYb 3a coO0M HapymieHue Konuenuuu
Wb 1 npuBecTr K BOSHUKHOBEHUIO KPU3UCHBIX CUTYAIIH.

[Ipn peructpauuu coObITUI O€30MAaCHOCTH B KypHale JOJKHA (UKCUPOBATHCS
cienyromas MHpopmanus:

- 7aTa u BpeMst COOBITHS,

- UIEHTU(PUKATOP CYOBEKTa, OCYILECTBISIIOIIMNA PErUCTpUPyEMOe AEHCTBUE;

— NEeHCTBHE.

6.22 xpunrtorpaduueckue cpeacTa

Bce cpenctBa kpuntorpadguueckoi 3aiuThl HHGOPMAIIUU B YUPEKICHUS JTOJKHBI
CTPOUTHCS Ha OCHOBE 0a3MCHOr0 KPUNTOTrpaduueckoro sjpa, MpoIIeIIero BCECTOPOHHUE
UCCJICIOBAHUS CIIEIUATM3UPOBAHHBIMU OPTaHU3AIUSMHU.

6.23 VYmpaenenue  cuctemMol — obecrmedeHus — Oe3omacHOCTH — MHGOpMAIUU
Ipe/CTaBIsieT COoOOM IeJIeHAaNpaBICHHOE BO3JEHCTBUE HAa KOMIIOHEHTBI CHCTEMBI
oOecrieueHHsi 0E30MacCHOCTU C IENbI0 JIOCTIKEHUs TpeOyeMbIX TIokaszareiaeil W HOpM
3aIUIIEHHOCTH OOBEKTOB HH(OPMAIIMOHHON 0e30MacHOCTH YUpEeXJACHUS B YCIOBUSX
peann3aii OCHOBHBIX yIrpo3 0€30MacHOCTH.

6.24 KouTpoib 3 PEKTUBHOCTHU 3aIIUTHI

Koutpons »>ddextuBHOCTH 3amuThl WHGOPMALMKA OCYIIECTBIISIETCS C  IENbIO
CBOEBPEMEHHOI'O BBISBIICHUS W TPEIOTBpaIleHUsi yrpo3 Oe3omacHoctr. KoHTpons Moxer
MPOU3BOJIUTHCA KaK OTBETCTBEHHBIM COTPYJHUKOM 32 WH(OPMAIMOHHYIO 0€30MacHOCTh
VYupexaeHus, TaKk WU TNPUBIECKAEMBIMH JJIi JTOW IEeTU OpPraHu3aIUsMU, HMEIOIIUMU
JUIEH3UIO Ha 3TOT BUJI JESTEIHHOCTH.

7. IMopsiaok yTBepKIeHHusl, BHECCHUS U3MEHECHUN U 10NO0JTHECHU

7.1  Hacrosimas [lonutuka b BcTynaer B 3aKOHHYIO CUITY C 1aThl yTBEPIKACHHUSL.

7.2  V3MmeHeHWs u TOTIOJTHEHUS B HACTOSIIYIO [I0MTHKY BHOCSTCS IO MHUIIUATHBE
PYKOBOJCTBA Y UPEKICHHUs, 3aMECTUTEIIS TUPEKTOPA

7.3  Ilepecmotp [Homutuku b npousBoautcs He pexe 1 pasza B rox.
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7.4 B ciydae BCTyIUIEHUS OTJAEIBHBIX IYHKTOB B INPOTHUBOPEYHE C HOBBIMU
3aKOHOJATENIbHBIMHU aKTaMHU B c(pepe HHPOPMAMOHHBIX TEXHOJIOTHM - 3TU MyHKTHI JAHHOU
KOHLENIUU YTPAUYMBAIOT IOPUAMYECKYIO CHIJIy JO MOMEHTA BHECEHUS H3MEHEHHIl B
Hacrosmyto [lomutuky Ub.

7.5 TpeboBanuss [lomutukum Wb MoryT pasBuBaTbcs [pYrUMU BHYTPEHHUMU
JOKYMEHTaMHU Y UpexkAeHHs], KOTOPbIE JOMOIHSIOT U YTOUHSIOT €€.
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